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Listing of Claims: 

1. (Currently amended) A method of using a portable computing device to 
authenticate authenticating a user [[at]] to use an un-trusted computing system to 
access user data on the portable computing device th e us e r having at le ast on e 
portabl e computing device coup l ed to a p e riphera l d e v i c e, the method comprising: 

randomly generating, on a temporary password by the portable computing 
device , a temporary password for controlling access to the user data on the portable 
computing device ; 

setting a time limit of less than one minute for the temporary password to 
remain valid: 

sending the temporary password from the portable computing device to the a 
peripheral device coupled to the portable computing device: 

rendering the temporary password by the peripheral device for perception by 
the user; 

i nputting receiving a user-inputted password , - by th e us e r t i nto at the un- 
trusted computing system; 

after receiving , by th e portable computing d e vic e , the user-inputted password 
input by the us e r at the un-trusted computing system, sending the user-inputted 
password from the un-trusted computing system to the portable computing device: 

determining, at the portable computing device, whether the user-inputted 
password matches the temporary password: 

determining, at the portable computing device, whether the time limit has 
been exceeded : and 

allowing the user to access [[to]] the user data on the portable computing 
device using via the un-trusted computing system wh e n in response to 
determinations that the temporary password matches the user-inputted password 
and the time limit has not been exceeded . 

2. (Original) The method of claim 1, wherein randomly generating the temporary 
password comprises randomly generating the temporary password periodically. 
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3. (Original) The method of claim 1 , wherein randomly generating the temporary 
password comprises randomly generating the temporary password in response to a 
user-initiated action to the peripheral device. 

4. (Cancelled) 

6. (Original) The method of claim 1 , wherein sending the temporary password to 
the peripheral device comprises sending the temporary password from the portable 
computing device to the peripheral device over a secure wireless link. 

7. (Original) The method of claim 1, wherein rendering the temporary password 
comprises displaying the temporary password on a display of the peripheral device. 

8. (Original) The method of claim 7, further comprising displaying a number of 
seconds until the temporary password expires on a display of the peripheral device. 

9. (Original) The method of claim 1, wherein rendering the temporary password 
comprises rendering the temporary password audibly for hearing by the user. 

10. (Original) The method of claim 1 , wherein the password comprises at least one 
of numbers, letters, symbols, images, and shapes. 

1 1 . (Original) The method of claim 1 , further comprising detecting initiation of an 
action by the user to the peripheral device to cause the rendering of the temporary 
password. 
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12. (Currently amended) The method of claim 1, further comprising: 

generating an indicator by the portable computing device; 
sending the indicator to the peripheral device and to the un-trusted computing 
system; 

rendering the indicator by the peripheral device for perception by the user; 
rendering the indicator by the un-tnjsted computing system for perception by 
the user; 

determining, bv the user, whether the indicator re ndered bv the peripheral 
device matches the indicator rendered bv the un-truste d computing system; 

wherein the user inputs a password only when the indicator rendered by the 
peripheral device matches the indicator rendered by the un-trusted computing 
system the user desires to use. 

13. (Original) The method of claim 1, wherein the peripheral device is at least one 
of worn by the user and carried by the user. 

14. (Original) The method of claim 1 , wherein the portable computing device and 
the un-trusted computing system communicate over a wireless link. 
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15. (Currently amended) An article comprising: 

a computer readable storage medium having a plurality of machine readable 
instructions, wherein when the instructions are executed by a processor, the 
instructions prov i de for authent i cating a user of an un tructcd computing system, the 
usor hav i ng at l e ast one portable computing dev i c e coupl e d to - a periph e ra l d e vic e , 
by randomly generating a t e mporary password by tho portable comput i ng d e vic e , by 
send i ng tho t e mporary posoword to the per i pheral dev i ce, by roooiving at the 
portabl e computing devic e a password input by tho user from tho un trusted 
comput i ng system, a nd by a l lowing aco e so to th e portab l e computing d e vic e us i ng 
tho un trusted computing oyst e m whon tho temporary password matchos tho user - 
i nputted password 

cause execution of operations comprising: 

randomly generating, on a portable computing device, a temporary password 
for controlling access to user data on the portable computing device : 

setting a time limit of less than one minute for the temporary password to 
remain valid: 

sending the temporary password from the portable computing device to a 
peripheral device coupled to the portable computing device: 

rendering the temporary password bv the peripheral device for perception by 

a user; 

receiving a user-inputted password at the un-trusted computing system: 

after receiving the user-inputted password at the un-trusted computing 
system, sending the user-inputted password from the un-trusted comp uting system 
to the portable computing device: 

determining, at the portable computing device, whether the user-inputted 
password matches the temporary password: 

determining, at the portable computing device, whether the time limit has 
been exceeded: and 
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allowing the user to access the user data on the p ortable computing device 
using via the un-trusted computing system in response to determinations that the 
temporary password matches the user-inputted password an d the time limit has not 
been exceeded . 

16. (Original) The article of claim 15, wherein instructions for randomly generating 
the temporary password comprise instructions for randomly generating the 
temporary password periodically. 

17. (Cancelled) 

19. (Original) The article of claim 15, wherein instructions for sending the 
temporary password to the peripheral device comprise instructions for sending the 
temporary password from the portable computing device to the peripheral device 
over a secure wireless link. 

20. (Original) The article of claim 15, wherein the password comprises at least one 
of numbers, letters, symbols, images, and shapes. 
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21. (Currently amended) A system for authenticating a user desiring to use an un- 
trusted computing system comprising: 

an un-trusted computing system; 

a portable computing device operable to communica te with the un-trusted 
computing system ; and 

a peripheral device, coupled to the portable computing device, capable of 
rendering a password for perception by the user; 

the portable computing device comprising: 

a random password generator to randomly generate a temporary password 
for controlling access to user data on the portable computin g device; 
a memory to store instructions and the user data; and 
a processor to execute the instructions obtained from the memory to set a 
time limit of less than one minute for the temporary p assword to remain valid, 
to send the temporary password to the peripheral device for rendering to the user, to 
receive from the un-trusted computing system a paccword i nput by tho us e r; user- 
inputted password, to determine whether the user-inputted pass word matches the 
temporary password, to determine whether the time limit has been exceeded, and to 
allow the user to access [[to]J the user data on the portable computi ng device [[by]] 
via the un-trusted computing system whe* in response to determ inations that the 
temporary password matches the user-inputted password and the tim e limit has not 
been exceeded . 

22. (Original) The system of claim 21, wherein the peripheral device comprises a 
display and renders the password by displaying the password on the display. 

23. (Original) The system of claim 21 , wherein the portable computing device 
communicates with the peripheral device over a secure wireless link. 

24. (Original) The system of claim 21 1 wherein the portable computing device 
communicates with the un-trusted computing system over a wireless link. 
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25. (Original) The system of claim 21, wherein the random password generator 
randomly generates the temporary password periodically, the temporary password 
valid for only a predetermined period of time. 

26. (Original) The system of claim 21 , wherein the peripheral device is capable of 
being at least one of worn and carried by the user. 

27. (Original) The system of claim 21 , wherein the peripheral device comprises an 
input mechanism activation of which initiates rendering of the password by the 
peripheral device. 

28. (Original) The system of claim 21 , wherein the peripheral device comprises an 
input mechanism activation of which causes the portable computing device to 
randomly generate a new temporary password. 
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